%, RA2FMO &,

(for IBM z/0S users)

Welcome to Mobile Workers!

The very first and only PC(OSX,Windows) & tablet & iPHONE tool
Which gives you REAL added VALUES thanks
to integration of all major COMPONENTS

like HSM, RMM, CA1, CATALOGS, PARMLIB etc.
Remember: All dataset ENTRIES have a related RACF profile!

www.ra2fm.com
www.racfra2.com

Origin of the RA2FM software: Switzerland & USA
The international copyright law applies automatically - to concept and design.



RA2FM
* Purpose:

— View RACF from different angles as it is ‘linked/used’ by many
software components

— Reduce it ALL to a common denominator = RACF PROFILES
— Taking advantage of new technologies e.g. tablets; iPHONES

 ALL-in-ONE - the most sophisticated “ADD-ON” tool yet for:
— Auditors
— Administrators
— Anybody who has to deal with RACF security

forever?




RA2FM

Now is the time to move
on
to take advantage of the
new technologies

GO MOBILE
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Or continue ‘as is’ ....
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iPad Apps

Q

FileMaker Go 13
Business

S

Freo |-

iPhone Apps

Q

FileMaker Go 13

Business

J

Free -

RA2FM

A brand NEW software tool for
corporate auditors, security administrators, IBM
Systems Engineers

NOW supporting i0OS/OSX/Windows TABLETS too.

YES - It supports multiple (z/0OS) RACF databases plus
HFS/ZFS, HSM, RMM, CA1, CATALOGS,

STIG issues etc. .

IBM trademarks — please refer to: http://www.ibm.com/legal/us/en/copytrade.shtml
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RA2FM
Just another PC/Server tool? — NO!

— Get bare bone tools for free from IBM without (much) logic in
relation to the REAL world on the host:
http://www-03.ibm.com/systems/z/os/zos/features/racf/
downloads/

DBU2MSXL, a set of scripts which loads the output of the RACF

Database Unload Utility (IRRDBUQQ) into Microsoft® Excel spreadsheet.

DBU2MSAC, a set of scripts which loads the output of the RACF

Database Unload Utility (IRRDBUQOQ) into Microsoft Access.

Is offloading the data to a PC & TABLET a security concern?

— If YES - vyou are stuck with batch reports and e.g. 3270 tools 4 B/
*  Your productivity is limited / slowed DOWN by your hardware options i




There is more to it than just basic
RACF profiles ...

Get the picture...

« IRRDBUOO
* RACF groups, users, datasets, general resources plus HSF/ZFS
* Drill up and down, left and right to all other resources listed below

+ IRRADUO0O (type ACCESS)
* SMF information linked to IRRDBUOO — jump straight to the related RACF
profiles

« CATALOG

« Catalog entries linked to IRRDBUQO - jump straight to the related RACF
profiles

« DCOLLECT
* Dataset, Clusters linked to IRRDBUOO - jump straight to the related RACF
profiles

« SYSTEM Datasets from PARMLIB i.e. LNK-, APF-, LPALIST
* Datasets linked to IRRDBUOQO - jump straight to the related RACF profiles

CC €€

... Plus HSM, RMM and CA1 etc.

Your IRRDBUOO knows NOTHING from which SYSTEM the data is extracted.
A design flaw! BUT - RA2FM knows it!



' ' RA2FMO
SIX steps
Paris London to SUCCESS Frankfurt Zurich NewYork

e Offload RACF© DB(s) and optionally relevant infos e.g. DCOLLECT, RMM, CA1 etc. (there
are no passwords involved etc.)

e RA2FM host component prepares the offloaded files & extracts other system info's e.g.
PARMLIB entries (APF-, LINK-, LPA-list, Catalogs, RMM, CA1, HSM)

Merge offloaded files if required / update & download (FTP) all files in ASCIl format

FTP files to another the local datacenter & merge files if required or have for each data
center a RA2FM PC/OSX copy installed

Login to your RA2FM & Import all data on your PC or MAC. Optionally install it on your
iPAD/iPhone via iTUNES®©. It’s RUNTIME software — no additional SW licenses.

‘ N

That’s all to it. No programming, DB2, SPUFI, SQL, QMF, EXCEL etc. to learn.
Fast and VERY easy to use! )

CC€CCC<

RACF is a trademark of IBM©



RA2FM beats 3270 and DB2 or EXCEL apps

by Ilght-years in terms of productlwty'-’

y screesz \opennas you like!
Compare/view items side by side!
Drillup and down - left and right!

Ve as man




Key features

Works on iPAD (iOS), OSX and
Windows (no need for purchasing
any Filemaker license(s)!)

Supports multiple RACF databases

Search on anything related to any
RACF profile type

Outperforms any other solution i.e.
DB2 solution

Most flexible and secure from
unauthorized access

Productivity increase in excess of
1000% versus standard solutions

Minimal learning curve

The quickest way to get to know your
RACF environment i.e. ideal as well
for any novice. Best training tool?

Very easy to use

Ideal tool as well for a novice in
RACF© to learn about your security
setup/implementation

Each user has his own RA2FM on a
PC/iPad - hence no interference with
anybody else e.g. file missing; data
has changed; server not available etc.

Reduces paper reports - saving costs

The whole solution is now portable -
NOT TRANSPORTABLE i.e. by using an
iPAD

Welcome to Mobile Workers!



Key features

Drill up and down, left and right where
applicable links exists (click on "i" icon )

All relevant information (all segments) on
one screen(=window)

Access lists pertaining to a group or user
profile are on the same screen - no screen
switching required

Guess work concerning profile fields or
segments vastly reduced to zero

Analyze critical information on the fly

Identify easily problems i.e. UACC not NONE,
WARNING = YES etc.

View profiles side by side - any combination
possible - no way with i.e. 3270 screens/DB2
etc.

Improve security
RACF® Command generation
VISIO® template generation

/ l/l f

You can view multiple RACF databases by
limiting the search to a given system i.e. by
the SMFID

You can install as many RA2FM's on any
supported system e.g. for each RACF DB one
- an ideal solution for corporate auditors

Profiles can be tagged for i.e. further
investigation / follow up. Simply issue a
search on tagged profiles (on or off)

Once profiles have been loaded - no more
IBM Host resources are required

No complex DB2® SQLs or DB2 knowhow etc.
is anymore required by the end-user

Any "FINDs" can be stored for future
references - a feature of supplied database

Overall one of the very best solution for all
auditors, RACF administrators and IBM Host
Systems Engineers. We claim it is superior
than any ACCESS© or EXCEL©O or some
DB20© etc. solutions, as it runs on multiple
platforms.



Now the
technical
part ...




RA2FM_MAIN_V3R2M4

RA2FM° The mainframe security Audit / Admin tool

processes

mman-

Security Data ’
Classification .

20~
mm 3 X

DSMON

Qr-<4>»0

User-Reports

Access

W-“ZETM

Version: 3.2.4 - 2014-11-01 ProAdvanced 12.0v5 FM Account Name: racfra2.com Current user-ID: racfra2.com
3CBEDAA2F24D1F39E40AB236826AF04C

75 = gqp [ Browse



RACF group profiles

(ALL information on ONE screen!)

SMF-ID (SID)
Switch to other profiles

Group level

: s D EEEDED
E; GROUP proﬂles Found IET I Users Datasets General Res. l’\ EXIT {

AR summany MAIL ShowALL GoFirst Next Find addFind EXEC Find SORT
O ON O OFF Table View PDF EXPORT Goljast Previous Quick Find delFind AG | DG Group Tree
)
Navigation \/
TAG (each record) RACF command generation
e.g. remember on what (have to be uploaded to
you were working?! the host for execution!)

= Suppressed items



Related Group

380
Users Datasets General Res.
380
ON O OFF PDF MAIL ShowALL GoFirst Next addFind EXEC Find SORT AG
EXPORT Golast Previous Find delFind DG
MTIZ |~ VIEW as or by: b
Subgroups Instdata P OMVS OVM TME
TA
Catalog ' Datasets | ( Clusters )

soce| o

NAME | VC1PO1AD v G-LVL 6 m 29 Related:

8 Total entries:

Jl0

OuNE “ DAT. MGMTCLAS
~ . o () e—] | —
CREATE_DATE o
MEMBER_ID AUTH SPEC OPER REV. Connecis Permits
@ omero[ve | B[esawn | Jluss  |no |no |esh] || oAl
OWNER_IDmatching &= 4 LU= | * removed * |
OWNER_IDs in profiles: D= R=
CCCDWA | use fno lIno lino | 4 o
UACC | NONE v
NOTERMUACC | NO M
e ' [=_To oo Joo T o1 |
ooz |l Ino fIno | 42| s
INSTALL_DATA | *removed *
u A v -nd UMPLITOIT LI )
l'removed ]
Sophisticated “Pull downs” — e ut H%bﬁe tal Iq' right!
No more guess work as we | AracLa | use [no |[no |[no || 15| s
_— l'removed —

obtain all related data for you!

75 =g B3 Browse




O 0O RA2FM_MAIN_V3R2M4 - 2

Mys GID | [+]
ovm_GID [ ]'I USR_NAME USR_DATA USR_FLAG =
[Nw
SIIG datasal nfes: Show number of related items
STIG resource rules:
[Nn.w =
ous ® ® ©© 0000

Navigation —
Sophisticated “Pull downs” — Very useful on tablets
No more guess work as we
obtain all ‘defined’ data
present!

75 =g B Browse —




RACF group profiles (cont.)

00O RA2FM_MAIN_V3R2M4 - 2

ACCESS

QACFADM || ALTER | A

A " || READ |
| Iz oo |
| | | RaCFAD READ
|| | [ Rac Pull down
_ | (eI || || ~4 to e.g. find
Kl | svsi.~BRODCAST |

datasets

Show DSN
Profile details

COND DATASET ACCESS
NAME

75 =9 B3 Browse -



O 0O RA2FM_MAIN_V3R2M4 - 2

RACF group profiles (cont.)

GENERAL RESOURCE ACCESS
NAME 1044 CLASS_NAME AUTH_ID

Show
Gen.Resource

profile

COND General Resource ACCESS CLASS_NAME CATYPE CANAME AUTH_ID ACCESS
NAME CACRITERIA

75 =% B Browse |



How to perform “FIND items”

Enter *FIND” mode

* Youcanfind anyitemina
group
N summary MAIL ShowALL = * A find works as well for related

items e.g. you can find a
dataset, UACC,

GROUP profiles

Table View PDF EXPORT GolL

— R e 0 PERMIT(accessID) etc.
o pertaining to a group e.g.
= OATAAPBL access list(s)
hi . .
— "zs AL IE I * Multiple finds are supported
= 1 B * Finds can be stored for future
. SUB-GROUPS
= 1 U= 1 C= 1 SUBGRP_ID reference!

1}
-
"
.

-



Tableview 1. ..

O 00O RA2FM_MAIN_V3R2M4 - 3

GROUP profiles romeeioes

SUPGRP_ID CREATE_DATE OWNER_ID UACC INSTALL_DATA

VIEW as or by:

LVL SN NOTERMUACC UNIVERSAL MODEL No. SUB-GROUPS No. CONNECTS
FMTAW PROGRAMMER No. GID-Owner No. User-Owner No. Dsn-Owner No. G.Res.-Owner
AUDUIr IV NUNE “removeq -
NO
3
ADSO3FIU ADSO03
6 7
3
ADS04 SUADS
s 2 4
Show details
ADS04 SUADS on a hew
5 . .. 2 4
sCreen Statistics about
ADS0 SUADS each group
5 ALs2 NO NO profile = ?

75 =g B3 Browse



Table view 2 . .. (cont.)

O OO RA2FM_MAIN_V3R2M4 - 3
Rec.N
GROUP profiles romeioe
CHCHED DD

No. No. No. No. No. entries
SUPGRP ID CREATE_DATE OWNER ID SUB-GROUPS CONNECTS PERMITS DsnPROF  Catalog / NONVSAM / Cluster

RWRVZB FUNACO8 1991-06-20 FUNACOB ALS2 1

RWRVZB FUNACO8 1991-06-20 FUNACOB MTIZ 1

RWSA FUNACOB 1988-02-14 FUNACOB ALS2

RWSA FUNACO8 1989-02-14 FUNACOB MTIZ 2

RWSABV RWSA 1995-10-31 RWSA ALS2 55

RWSABV RWSA 1995-10-31 RWSA MTIZ 55

RWSAGE RWSA 1998-12-10 RWSA ALS2 72

75 =g B3 Browse

Instant statistics per ID by
catalog & DCOLLECT entries




RACF group profiles (cont.)

00O RA2FM_MAIN_V3R2M4 - 3

GROUP profiles i

(Space allocated per group)

p— e =l

SUPGRP ID CREATE _DATE Allocated space in MB's Number of DCOLLECT files as:
Datasets _,~ HSM-Backup  HSM-Migrated Datasets HSM-Backup HSM-Migrated

Instant statistics per ID
by DCOLLECT entries

906
63
272
USER 2 823 1
Total of all found group names:| 11740 || 35151 || 3l | 13| | 1282 | 2

75 =g B3 Browse



O OO RACF_Group_Tree

RACF Group tree

COCH o

Level CREATE_DATE SID OWNER_ID INSTALL_DATA

& < syst ALS2  IBMUSER * removed * v |4
Kl ~ svst IBMUSER : v
[ v
ﬂ SYs1 * removed * -
-— Tag 2000-07-04  ALS2 | SYS1 * removed * .
- S B 20000704 MTZ | SYSI * removed * =
o ALS2  SYS1 * removed * N
& by level B 20030623 MTZ | SYS1 * removed * v
o ALS2  SYS1 * removed * N
- 2005-06-23 MTIZ  SYS1 * removed * v
- Expand tree REEEECEETCIET! * removed * v
- 1080-12-15  MTIZ | SYS1 * removed * v
- 2003-0623 ALS2  SYS1 * removed * v
i Show profile 2003-06-23 MTIZ | SYS1 * removed * v
e details 1986-01-06 ALS2  SYS1 * removed * =
— 1086-01-06 MTIZ | SYS1 * removed * v
Kl v ua2oME ALS2 | SYS1 * removed * v
K b uaome B 20030623 MTZ | SYsi * removed * v
E3  VSAMDSET ALS2 | SYS1 * removed * v
Kl vsAMDSET P8 10860108 MTZ | SYS1 * removed * v
v)




Find all group owners

O OO RA2FM_MAIN_V1ROMO - 4

T —

(Owner of profiles)

> D

Number of

occurences
ID appears ~
as owner I onxery |~
| | UNiXPRIV |
: | | unxpriv |
| SUPERUSER FILESYS.QUIESCE Show details of all | | UNIXPRIV |
|

| SUPERUSER FILESYS.VREGISTER owners pertaining to
75 = B Browse the selected group




BB RA2FM_MAIN_V3R2M4 - 2

GROUP profiles - command generation options

Marktag the items below, indicating which type of RACF commands have to be generated.

m ADDGROUP; ALTGROUP; CONNECT; PERMIT commands will generated

GENERATE GROUP BASE @® ON O OFF GENERATE GROUP OMVS OON @ OFF
GENERATE GROUP CONNECT or REMOVE OON ® OFF ERATE GROUP OVM

GENERATE GROUP PERMIT DATASET OON @ OFF

GENERATE GROUP PERMIT DATASET COND ACCESS OON @® OFF

GENERATE GROUP PERMIT GENERAL RESOURCE OON @ OFF

GENERATE GROUP PERMIT GENERAL RESOURCE COND ACCESS «f O ON @ OFF

GENERATE GROUP related DATASET profiles OON @ OFF

(This wil generate ADDSD/ODELSD commands based on the HLO

Resolve Group Name OWNERship OON @ OFF

(This wil generate ALTER commands due to group name,

The generated text file must
be uploaded to the mainframe
for execution.

Select what commands shall
be generated.

i FTP - upload information Perform global change to commands  From:| 5vs1 |
Lo To: |svs? |

75 =g B Browse



Number of profiles

Number of profiles without any installation data

Number of profiles with MODEL_DATA

Number of groups with sub-groups

Number of groups with connected users

* Note: all repetitive profile names count as ONE record/entry only.

Number of profiles with installation data

Number of groups without any sub-groups

Number of groups without any connected users

Number of groups found in dataset ACCESS list

Number of groups found in dataset cond. ACCESS list

Number of groups with DFP segment
Number of groups with OVM segment

Number of groups with CSDATA segment

(licancing is based on RACF D8s=SIDs and/or number of user-1Ds.

75 = B Browse

STCI
sSID MTIZ

SYSCTLG
OWNERID ¢
SYS1

SID ALS2

SYSCTLG
OWNERID &
SYS1

SID MTIZ

75 =5 B

Number of groups found in General Resource ACCESS list

Number of groups found in General Resource cond. ACCESS list

Total number of CONNECTs

RA2FM_MAIN_V3R2M4 - 3

Group profile - Summary

Golast

Rec.No I
Found

evious delFind

Owning profiles Segments / assoc. data (to perform a search enter YES)
6= L= C= 0= Re 8= INSTDO DFP OMVS OVM  TME  CSD
C 1 C 2 al 1 4| ves ,
Datasets  Permits Cond. General  Permits Cond. . H
[ | | | | || Resources [ 5 ]

Owning profiles Segments / assoc. data (to perform a search enter YES)
[GE ] [“5 | ICE ] IDE | |&= ] [ZESE INSTD DFP  OMVS OVM  TME csp
Datasets  Permits Cond. General  Permits Cond.
[ | | | || Resources [ ] [ ]

Owning profiles Segments / assoc. data (to perform a search enter YES)
s e e s s Weo OFP oWy owr TME cso
Datasets  Permits Cond. General  Permits Cond.
[ | | | | || Resources [ 1 [ ]
Browse
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r.ulm)_j

RACF user profiles

(ALL information on ONE screen!)

TAG (each record)

USER profiles

VIEW as or by: | -
LNOTES PROXY

Category Connects NDS EIM
Classes RRSF KERB CSDATA

SMF-ID (SID)




000 RA2FM_MAIN_V3R2M4 - 2

USER profiles ] o ] oussen T cercun

enerate

GoFirst Next Find commands nds o -
Golast Previous Quick Find delFind
VIEW as or by: — 8 -
: - Lol .

Total Permits INdirect™: 1310 Total entries: “33 14_6_§

dlEl
NAME ma G= U= C=
OWNER_IDs D= 1 B= 0 o CRSL_KEY L_KEY
clc. L - A
7 v
-l . lDOWN UHUMANS1LE M ccé o= :
OWNER_IDs in R= [ ] NCO

GLABSAUTH | | .
ADSP | N B roLE &Y 2 v
SPECIAL | NO
O Language v
Dataset proftile K657 e NE
- deta 2llle Sl
PWD_INTERVAL | 090 ocord | v
PWD_DATE | 2005-11-16 B — TARG_| .
2 DEFGRP ID | UHUMANS1 5
LASTJOB_TIME | 17:54:02 | A alatec
LASTJOB_DATE | 2005-11-16 v X
PROGRAMMER | * removed * DEST ﬁ pe
INSTALL_DATA | * removed * 4] | How.cass [ | soectass| | REMOTE_PEN
MsG_cLass | | sysout_ctass| | LOCAL_PEND
LOGON_PROC | $TSO v PWD_SYNC
LOGON_SIZE | 0000102400 REM_REFUSAL
LOGON_MAX | 0000102400 DEFINE_DATE
PERF_GROUP | 0000016448 DEFINE_TIME
= USER_DATA | X<0000> ACCEPT_DATE
™ UNIT_NAME | sYSDA ACCEPT_TINE
B Ve o SECLABEL CREATOR_ID

75 = qp B Browse



RACF user profiles (cont.) - |

Navigation

I

1

>J[«] [f[<] T¢]

75 = ¢ B Browse



RA2FM_MAIN_V3R2M4 - 2

Rec.No [N N
g

CI =
GoLsst Previous

geads

Generate RACF

commands

USER profiles

PDF

VIEW as or by:

Nave [y |+
soce| 2|
p—
Show
Dataset

NAME matching .
OWNER_IDs in p profile T N casu.xEY ﬂ
. A T L o Rt . —
OWNER_ID mﬂ A A user-ID is ' :
QUNER Dmaiching = Le a0 cs o7 permitted Show
- cLass thru (many) DC_OLLECT
ADSP | NO & ro connect B infos
SPECIAEL N0 groups!
OPER | NO = =
REVOKE | NO
GRPACC | NO = —
PWD_INTERVAL | 090 Related TARG_NODE v
PWD_DATE | 2005-11-16 connects - TARG_USER_ID .
2 DEFGRP_ID UHUMANS1 VERSION
LASTJOB_TIME | 17:54:02 RSF_PEER
LASTJOB_DATE | 2005-11-16 [v] Y MANAGING
PROGRAMMER | * removed * pest [ | MANAGED
INSTALL_DATA | * removed - oo ctass | |  Jos ctass| | REMOTE_PEND
MsG_cLass | | sysout_ctass| | LOCAL_PEND
Show LOGON_PROC | 5150 . PWD_SYNC
LOGON_SIZE | 0000102400 REM_REFUSAL
All related LOGON_MAX | 0000102400 DEFINE_DATE
permits PERF_GROUP | 0000016448 DEFINE_TIME
_ USER_DATA | x<0000> ACCEPT_DATE
Ao s UNIT_NAME | svspa ACCEPT_TIME
AUOToR [ e SECLABEL CREATOR_ID
75 = qp B Browse



RACF user profiles (cont.)
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RACF user profiles (cont.)

g
2

GRP_
AUDIT  REVOKE & RESUME DATE
NO

NO
NO
NO

o

2005-02-01

2005-02-01 || NONE
2005-02-01 NONE
2005-01-19 2005-11-16 | NONE

88|88188|3

5%55%55§§

83333585

—
z
o

siz

-4
[*]

z
¢}




RACF user profiles (cont.)

OO0 O RA2FM_MAIN_V3R2M4 - 2

DATASET ACCESS

NAME
B | ra2-
Kl | RA2SR

| ra21~

nh Jated to
. profiles
- related to the

user-ID

cono oaTAseT Access T

VoL CATYPE CANAME AUTH_ID ACCESS NET_ID
NAME CACRITERIA

75 =% B Browse



RACF user profiles (cont.)

Access related profile information —i.e. related to user-ID/Connect group .....

R ——— ::::::’.;_ -—

(Access list related to connect group-iDs)

ShowALL GoFirst Find addFind EXEC Find SORT
EXPORT Golast Previous Quick Find delFind

OWNER_ID UACC WARNING AUTH_ID ACCESS Type
LNK.REXX."™ ALS2 READ NO FUNOCS001 ALTER G
LNK.SCM%%.* ALS2 READ NO FUNOS001 ALTER G
LNK.SCM1%.P."™ ALS2 READ NO FUNCS001 ALTER G
LNK.SEA%."™ ALS2 READ NO FUNOS001 ALTER G
| LNK.SICS%.* ALS2 READ NO FUNCS001 ALTER G
LPA™ ALS2 READ NO FUNOS001 ALTER G

75 =g B3 Browse

Rec.No IK I
et = D T
(Access to the following files per CATALOG) Found I

ShowALL GoFirst Find addFind SORT
Golast Previous Quick Find delFind

PROGRAMMER CREATE_DATE SPEC OPER REVOKEGRPACC OWNER_ID Int UAUDIT AUDITOR PWD_DATE IDM
INSTALL_DATA No.Connects / Permits

AAAXVJ [ removea - |[20050119 (80 |[No |[No [[No |[unumanst | oo |[uHumanst |'no  |[ves || 20051116 | v |

{ ALS2 * removed * ” 7|i

785

NAME (access via connect group(s) - only

N SYS1,MTI1.0MP00012 [[Funosoots || ALTER
SYS1." || CATALOG.OSI0.MASTER |
1

©AC e MTIe PaaRAANSS 1l e wincnns M aiven




RACF user profiles (cont.)

ONONO) RA2FM_MAIN_V3R2M4 - 2
AAAXV ® ® ©® O 0 00D
Total Permits| 4 |
GENERAL RESOURCE ACCESS 94 ( ) ( INdirect ACCESS seo)
NAME 5 CESS
o
| accTnum |
| racILITY | ReaD |
| Reao I
| Anaxvy | ReaD |
| AaAXv | ReaD |
I | RA2RA4SAI10.5KELETON.* —  Opennew | Anaxvy | Reao |
Il [RAzRAdsAITO TABLES - windows to see | FaciuTY | AAAXWY | READ | |
I | RA2RA4SBROD all details on y 4 [ FaciTy | Aaaxwy | ReaD |
Il | RA2.RA4SPWR RESUME ONE screen | FACILITY | ARAXVY | READ |
B | RA2RA4SPWS. PASSWORD [ eaciry | Aaaxv | ReaD |
Il | RA2RAGSRESP. " * [ FaCILITY | AaAXVY | READ Iv]
COND General Resource ACCESS ( — )
InDirect© access shows - CANAME AUTH ID ACCESS NET ID
NAME that the user-ID has access CACRITERIA ) )
to other resources via [
CONNECT groups! (GAC
entries are excluded)

75 =g B3 Browse



RACF user profiles (cont.)

00O RA2FM_MAIN_V3R2M4 - 2

75 =g B8 Browse




RACF user profiles (cont.)




RACF user profiles (cont.)

000 : . FM_ R2M4 -




RACF user profiles (cont.)

000 RA2FM_MAIN_V3R2M4 - 2
is owner of the following profiles

L) R o

7] :
G

View all ownerships
by user-1DS

Shows where the
user-1D is profile
OWNER

User-ld defined as
STCID

is related to the following started tasks




RACF user profiles (cont.)

00O RA2FM_MAIN_V3R2M4 - 2

has access via the following catalog entries (access not = "NONE")

Permitted via
the selected
user-ID

svsivvosvosess ___ Leunosoor  [arer  [|Al
m v ‘_
This user-ID has E!I!"
access to these 4
REAL datasets Global access =

via connect /| oDATA | SYSIWDSVALSOO! GAC entries
groups

[ NONVSAM | ISP.MAKEHTMLTXT
| NONVSAM | ISP.SISPALIB
[ NONvsaM | ISP.sIXXXLIB
| NONVSAM | ISP.SISPEXEC
| NONVSAM | 1SP.SISPGENU
| NONVSAM | ISP.SISPGMLI




RACF user profiles — table view 1+2

— RA2FM_MAIN_V3R2M4 - 3

USER profiles —_—— .

Ly 2

p— G fd ] sadens SoRT
VIEW as or by: Golast Previous Quick Find delFind

OPER REVOKEGRPACC QWNER_ID Int DEFGRP_ID UAUDIT AUDITOR PWD_DATE IDM
No.Connects / Permits

PROGRAMMER CREATE_DATE SPEC
INSTALL_DATA

N0 [No |[urumanst |[0so | unumanst | N0 |[ves | 20081116 || v |

2

NO NO UHUMANSA 080  UHUMANS1 NO YES 2005-11-16 Y

7 .

| AAAXVY * removed * | 2000119 | NO || NO

AAAXVY * removed * 2005-01-19 NO NO

MTIZ * removed *
OO0 All profiles are

RA2FM_MAIN_V3R2M4 - 4
in table style

Rec.No - -
USER profiles Found IR o

availa ble
POF MAIL GoFirst Next Find addFind 'a i
VIEW as or by: | Y Golast Previous Quick Find delFind

No.Connects / Permits No. DSN No. entries

PROGRAMMER SPEC OPER REVOKE GRPACC UAUDIT AUDITOR SID "Ndirect Permits® Profs Catalog / NONVSAM / Cluster
AAAXVJ | * removed * Ino | N0 (N0 [[No N0 || || as2 || 1 1433 1468 34
AAAXVJ * removed * NO N0 NO  NO  NO  YES  MmZ 1

75 =g B3 Browse



Space infos based on DCOLLECT

RACF user profiles (cont.)

0.0.0 RA2FM_MAIN_V3R2M4 - 5

USER profiles :::,.":._ =D @D T

(Space alloeewd per user-ID)

ShowALL GoFirst Find addFind SORT
VIEW as or by: Quick Find delFind

PROGRAMMER SPEC OPER Allocated spaco in MB's Number of DCOLLECT files as:
D Q Datasats p g
CANDLE * removed * |[no | Ino || as2 || || 7748” 2142 | | | | g1a| | ass
IBMUSER * removed * YES NO ALS2 630 78
AAAXVJ * removed * NO  NO ALS2 6276 1468
Total of all found user names: | &0 2142 | 1sae | | g1a| |  ass]
75 =90 B

As all RACF profiles are ‘related’ one way the
other to DCOLLECT -

You can even view SPACE infos. The space has
been converted to MB’s already on the host by
RA2FM and are approx. values due to rounding!



RA2FM_MAIN_V3R2M4 - 6

RACF

- User profiles - Summary

Number of profiles

Number of profiles without any installation data
Number of profiles with ADSP=YES

Number of profiles with OPER=YES

Number of profiles with GRPACC=YES
Number of profiles with NEVER LOGGED ON

Number of profiles with UAUDIT=YES

24'648

L
L]
L ¢
2]
=]
L
[ o]

* Note: all repetitive profile names count as ONE record/entry only.

Number of profiles with instaliation data
Number of profiles with SPECIAL=YES
Number of profiles with REVOKE=YES
Number of profiles with PWD_INTERVAL=000
Number of profiles with MODEL DATA

Number of profiles with AUDITOR=YES

RA2FM_MAIN_V3R2M4 - 7

user profiles (cont.)

<

Various
summary
reports

Number of profiles with REVOKE_DATE Number ( ——
User profile - Summary o
Number of profiles with no PWD_DATE 4'826 Number of
= o
Number of profiles with PWDENV_EXISTS=YES Number of prof
Number of les without any SECLABEL 24'648 B AAAXVJ [ removed ‘Segments / assoc. data (to perform a search enter YES)
prof . . CLASS authorization CONNECTS - cert [ | kers [ | omvs | ves
Number of profiles with CLASS authorization Detusct ACCESS lat 5 e R T ces [ | uanouace [ | o [ |
Oatase cond ACCESS st Goners Rosoura cond ACGESS csara [ ] wores [ ] eeexr [ ]
E— oce | nos | Ref [ |
. Owning profiles:  G= U= c= D= 1 B 1 ore [ | wevview [ | 1s0 [ ves
Number of users found in dataset ACCESS list 1864 Number of users found in N
: e D , omar [ | NMAP UserinsTOATA [ |
Number of users found in dataset cond. ACCESS list Number of users found in Geneq [ 5, | MereaPsus = 1310 e e
75 =9 B Browse
Number of users with TSO sagment Number of users with CICS segment 2
RA2FM_MAIN_V3R2M4 - 6
Number of users with DFP segment ;
22 USER profiles - Summary (no. of owners, permits, segments) Cexr
Number of users with OVM segment

Number of users with CSDATA segment
Number of users with LANGUIAGE segment
Number of users with RSF

Number of users with DCE segment
Number of users with NDS segment
Number of users with PROXY segment

75 =g B3 Browse

LI LB

Rec.No [ )( )[smm ( cor.m\( Next )[

Find l[ addFind \( EXEC Find )

fone VIEW as or by: ) Golast ( Previous

delFind

NAME Owning profiles
AAAXVJ G= U= C= D= BE CAT ClA GCON  INSTD CON RSE CERT  NMAP  DMAP
1 1 1 7 7
removed -
DEP IS0 CICS COPC CRSL CTSL LAN OPR OPRP
1
OWNERID ¢ | Damssis Pemits  Cond. WRK OMVS NETV NOPC NDOM DCE  OVM  LNOT  NDS
UHUMANS1 1 5 “INdirect’s 1
General Resources Permits Cond. KERB PROXY  EIM CSD
SID  ALS2 94
75 = B Browse



RACF dataset profiles

(ALL information on ONE screen!)

P——
Dataset profiles Found
addFind

delFind




RA2FM_MAIN_V3R2M4 - 2

Rec.No [ I
Found INNNEINN

Dataset profiles

O oo
N o...m

NAME | AAAXV* [+] Hois v e ﬂw[:|
voL SDCB-HLO=AUTHID:| 2| HLG: Asaxvs OWNER_ID appears in current access lists: -
GENERIC | YES Current HLQ appears in all access lists: D= 5 Gres= 94 HLQ appears in current accass lists:
CREATE_DATE | 2005-02-01 G-LVL
AAAXVY V]

[ OWNER_ID v ACCESS SHOW
LASTREF_DATE | 2005-06-28 D Type ACCESS SPEC OPER  REV. Volumes
LASTCHG_DATE | 2005-06-28 K| Anasmi | ularer  |ves Ino | no | - removedt |2

ALTER_CNT | 00005 View ICF
= Catalog
CONTROL_CNT | 00000 1309
UPDATE_CNT | 00000 1
- View all
READ_CNT | 00006 Datasets
uacc INERDIINNN - 1445
A"
o N
B o Get related e
AUDIT_LEVEL | ALL v G-LVL DCOLLECT data Clusters
[ GRP_ID | UHUMANS1 v 2 L %
TYPE View
08 SYSTEMDSN
LEVEL | 00 27
\_____ </
DEVICE_NAME Ull dow '  EEEEEe—
View
GAUDIT_LEVEL 0 gue RMM
INSTALL_DATA SEiE 238
View
CA1
—
TV
View HSM
- If a group-ID - Backup
WARNING | NO all connected
NOTIFY_ID s user-IDs are (" ViewHSM )
Migrat
ERASE | NO show here.
\__/
AUDIT_OKQUAL | UPDATE v " YT + S
AUDIT_FAQUAL | CONTROL 4 ACCESS prof. Agﬁss m ‘m
as
GAUDIT_OKQUAL v per
GAUDIT_FAQUAL v
75 =4 B Browse



75

Easy to find any
defined
accesses due to
pull down

functions ...

RACF dataset profiles — cont.

=¢ B

Browse



RACF dataset profiles — cont.

O 0O RA2FM_MAIN_V3R2M4 - 2
Pravious Next View ICF SHoW
Catalog Volumes
M
NONVSAM AAAXV. SDELME BIHTEST3 AAAXVJ UPDATE
AAAXVY.* : :
| NONVSAM | | AnaxvusFB132 v to vie J | [uppate |
AAAXVJ.* elated data
| NONVSAM | | AaaxvysFB133 AAAXVY (upDATE |
P I | =y
ONONG) RA2FM_MAIN_V3R2M4 - 2
Pravious View all SHOW
Next Datasats Volumes
AAAXVJ.VBA TEST Nno |[no |[no |[No |[No |[Nno |Ives |[ves |[no |[ves ||ves
AAAXVJ." No || Nno Nno |[no |[no |Ino |[No [|ves |[ves | no
AAAXVJ.RAT352.LINKLIB no |[no |Ino [[no ([no [[no |[ves |[ves |[no |[ves |[wo
AAAXVJ." No || Nno Nno |[no |[no |Ino |[No || ves |[ves | no
AAAXVJ RAT352.REXXLIB no |[no |[no |[no [[no |[no |[ves |[ves |[no |[ves |[ves
AAAXVJ." No || no No |[no |[no |Ino |[No [|ves |[ves | no
AAAXVJ.RA2300.LINKLIB no |[no |Ino [[no ([no [[no |[ves |[ves |[no |[ves |[wo
AAAXVJ." No || no Nno |[no |Ino |Ino |[No || ves |[ves | no
[ AAAXVJ RAT353 LINKLIB [no |[no |Ino |[no |[no |[no |[ves |[ves |[no [[ves |[no || |

75 =% B8 Browse 1



RACF dataset profiles — cont.
000 RA2FM_MAIN_V3R2M4 - 2

0| 2013-11-13 | |
—
[

All NONSAM files
related to the

| AAAXVJ.RAT352. REXXLIB dataset profile
M aaawirsoananns inmn o = B aicans I anlli ol allavann Il eall el W aninnvan |
ONONG) RA2FM_MAIN_V3R2M4 - 2
Previous Next View all SHOW
Clusters Volumes

AAAXVJ.CSQ1.8SDS02.DATA ves |no |[no |[no |[no |[no |[ves |[no |[no |[no |[no [no |[no |[no [P
AAAXVJ.CSQ1.88DS02 84 ol| 0l 584 | | 1461 | | 151552
| AAAXVY.** 4 4006 | | 60 | |

A\ A o
AAAXV.J.CSQ1.8SDS02.INDEX ves [no [[no [[no | nO clated to the
AAAXVJ.CSQ1.85DS02 3 0 0 0 datacet profile 0
AAAXV. 0 4 1024 33
AAAXVJ.CSQ1.LOGCOPY2.0501.DATA no |[no |[no |ves [[no |[no [ves [[no |Ino [no J[no o |[no |[no

LI —— O 10 1.7 17

75 = ¢ B Browse



RACF dataset profiles — cont.
00O RA2FM_MAIN_V3R2M4 - 2

SYSTEM datasets defined in PARMLIB, SMPE . ..

a: m SYSTEM SHOW
Volumes
DATASETS

Any of the datasets
with the same
profile in PARMLIB?

RA2FM_MAIN_V3R2M4 - 2

Security-Data-Classification




RACF dataset profiles — table view

RA2FM_MAIN_V3R2M4 - 3

Rec.N
e e —

GEN. CREATE_DATE OWNER_ID LASTREF_DATE UACC AUDIT_LEVEL LEVEL WARNING NOTIFY_ID

AAAXVY™ |[ves || 2005-02:01 |[Aaaxvs || 200s-06-28 | [READ | | ALL oo [[No || |

AAAXVI™ YES  2005-02-01  AAAXVJ 2005-06-28 IREADNIN AL 00 NO
RA2FM_MAIN_V3R2M4 - 4

Rec.N
L T —

(Grouped by owner-id)

e T

GEN. CREATE_DATE OWNER ID LASTREF_DATE UACC AUDIT_LEVEL LEVELWARNING NOTIFY_ID

INSTALL DATA

AAAANJ YES  2000-07-25  AAAANJ 2000-07-25 [READ N FALL 00 NO
ALS2 * removed *

AAAANJ ™ YES  2000-07-25  AAAANJ 2000-07-25 [READ | FAL 00 NO
MMIZ * removed *

AAAANK.* YES  1090-06-20  AAAANK 1990-06-20  NONE FAIL 00  NO AAAANK
ALS2 * removed *

75 = db [H Browse




RACF access list table views

O 0O RA2FM_MAIN_V3R2M4 - 3

Rec.N
Dataset profiles o i

(Access list)

FMTAG OWNER_ID WARNING AUTH_ID

SYs1.™ ALS2 READ NO FUNESMO1 UPDATE G
G

syYs1.*~ MTiz READ NO FUNESMO1 UPDATE G
G

SYs1.*™ ALS2 READ NO FUNOSOTB CONTROL G
G

sys1.*~ MTz READ NO FUNOSOTB CONTROL G
G

75 =g B3 Browse



RA2FM_MAIN_V3R2M4 - 5

Dataset profiles - Summary

Total
Number of profiles 12'006 * Note: all repetitive profile names count as ONE record/entry only.
Number of profiles without any installation data Number of profiles with installation data 12'008
Number of profiles without any NOTIFY 1174 Number of profiles with NOTIFY 832
Number of profiles with UACC=NONE 5'358 Number of profiles with UACC=READ 5'946
Number of profiles with UACC=UPDATE 490 Number of profiles with UACC=CONTROL 14
Number of profiles with UACC=EXECUTE Number of profiles with UACC=ALTER 168
Number of profiles with GENERIC=YES 11'996 Number of profiles with GENERIC=NO 8
Number of profiles with WARNING=YES 14 Number of profiles with WARNING=NO 11'992
Number of profiles with LEVEL=00 12'004 Number of profiles with LEVEL > 00 2
Number of profiles with ERASE=YES 6 Number of profiles with ERASE=NO 12'000
Number of profiles without any SECLABEL 12'006 Number of profiles with SECLABEL
Number of datasats with DFP sagment 34 Number of datasats with TME segment [ ]
a6 RA2FM_MAIN_V3R2M4 - 5
ﬁ DATASET profiles - Summary (no. of segments) s
Access list statistic:
— S i ( PDF j (v ) [ showall ) Goeirst \( Nt ) ( Fina ) scdrine \( EXEC Fm)
Number of PERMITS=NONE 58 Found B e Sl 75 < < N > <
| VIEW as or by: ) Golast /( Previous | (_ delFind )
Number of PERMITS=UPDATE 3or2 o Tio CMERID o T 3":;’" T T I
G ownston ALs2 ‘:] L JC Jles]_JLC_JL_J
Number of PERMITS=EXECUTE 8 ——— 1 -
sYs1. ‘ CAT cACC VoL ACC INSTD  DFP T™E GROUP
G OWNS1002 MTIZ YES
Number of PERMITS=TRUST -
75 = B Browse

75 = g0 B3 Browse



General Resources
(ALL information on ONE screen!)

Rec.No INE N
GEN. RES. profiles 1o o (S

| ALs2 |+ VIEW as or by: v S S =D
ACCTNUM JES TS0 FILTER SYSVIEW CERT

B g - ST -

STARTED MQS CFDEF




O OO RA2FM_MAIN_V3R2M4 - 2

GEN. RES. profiles '::::f

VIEW as or by:

00 eFYU90 €€

QY QO aWY & EQY @ Y @) OV € 900V €0 99 Y v AR

CLASS_NAME NOTELINK v
GENERIC | NO
CLASS | 001 ACCESS onnected:
CREATE_DATE | 2005-06-01 " Showalle.g. DB2
k4 ownerD v related classes!
LASTREF_DATE | 2005-06-0 (there is more than
LASTCHG_DATE | 2005-06-01 just one class

ALTER_CNT | 00000 involved)

CONTROL_CNT | 00000
UPDATE_CNT | 00000
READ_CNT | 00000

UACC | NONE v
AUDIT_LEVEL | FAIL v pull d I
ull down list —to
LEVEL | 00 v . .
find defined classes.
GAUDIT_LEVEL | NONE v

INSTALL_DATA | * removed *

75 =g B3 Browse



Cont.

Like for all other RACF profiles (group, user, dataset):

- all segments are displayed/accessible on ONE single
screen

- Table style views

- Generate RACF commands



- General Resourc

Number of profiles

Number of profiles without any installation data
Number of profiles without any NOTIFY
Number of profiles with UACC=NONE

Number of profiles with UACC=UPDATE
Number of profiles with UACC=EXECUTE
Number of profiles with GENERIC=YES
Number of profiles with WARNING=YES
Number of profiles with LEVEL=00

Number of profiles without APPL_DATA

Number of profiles without any SECLABEL

Number of resources with FILTER DATA segment
Number of resources with SESSION segment
Number of resources with STARTED segment
Number of resources with CERT segment
Number of resources with segment
Number of resources with EIM segment
Number of resources with CDT segment
Number of resources with CFDEF segment
Number of resources with ICSF segment
Number of PERMITS=NONE

Number of PERMITS=UPDATE

Number of PERMITS=EXECUTE

Number of PERMITS=TRUST

75 =4 B8 Browse

Total

13'558

2248

4718

SLALLITLE T L LR

RA2FM_MAIN_V3R2M4 - 3

e profiles - Summary

* Note: all repetitive profile names count as ONE record/entry only.

Number of profiles with installation data
Number of profiles with NOTIFY

Number of profiles with UACC=READ
Number of profiles with UACC=CONTROL
Number of profiles with UACC=ALTER
Number of profiles with GENERIC=NO
Number of profiles with WARNING=NO
Number of profiles with LEVEL > 00
Number of profiles with APPL_DATA

Number of profiles with SECLABEL

Number of resources with DMAP segment
Number of resources with DLF segment

Number of resources with SYSTEMVIEW segment
Number of resources with TME segment

Number of resources with PROXY segment
Number of resources with ALIAS segment
Number of resources with ICTX segment

Number of resources with SIGVER segment

Number of PERMITS=READ
Number of PERMITS=CONTROL

Number of PERMITS=ALTER

5638

bl

192

14'250

38'148

848

4'844

L LI L



RAC F ta b I e Vi ews Bare bone views — faster access

Group profiles User profiles Dataset profiles General Resource profiles

Access

_ m -I Bare bone table

views without any
links and statistics
from related
material!
Ideal to print basic
tables .

ShowALL GoFirst Find addFind EXEC Find SORT
VIEW as or by: GolLast Previous Quick Find delFind

AUTH_ID TYPE PROGRAMMER ACCESS ACCESS HLQT SID
_CNT

View profile |[ Funesmo1 |[ upoaTE |[ 00000 |[ & |[ ALs2

details on a
FUNESMO1 s G MTIZ

new screen View details on a
FUNOSOTB ALS2
new screen — Group

FUNOSO0TB or USER MTIZ

FUNOSO001 ou ALS2

nnnnn (e MTIZ

bl
B
+
n
0

|YQq FlLINOSNN1



ZFS/HFS

ZFS/HFS entries

http://www-03.ibm.com/systems/z/os/zos/
features/racf/downloads/irrhfsu.html

Rec.No [ N
Found

oo oor COHCOED €& CCE

A2 |~

INODE
FILE_TYPE
OWN_UID

OWN_GID

S_ISUID
S_ISGID
S_ISVTX

VIEW as or by: g

/ A lv
P ado
O d file type 3
oW de O
0000000003 . o o
DIR INODE er-1D SIiD
0000000000 A
3 OW deta 0
0000000100 e een abo a
group-1D
NO
No Rec.No
ZFSIHFS entries " m QD (I 0 215
NO Default Access Founs IEE I
Ve INODE e 0GB ane s s =»
VIEW as or by Golast Previous Quick Find delFind
YES

ZFS/HFS
Table view

OWN_UNAME ACCESS_ACL OWN_READ GRP_READ
OWN_GNAME FILEMOD_ACL OWN_WRITE GRP_WRITE
D MIA R )\ R

CREATE_DATE
OWN_UID

OTH_READ

FILE_TYPE OTH_WRITE

OWN_GID MOD A N _EX RP_EX H_EX
2000-11-28 NO YES YES YES
YES YES NO NO
DIR 0000000100 | ALS2 YES YES YES YES
2000-11-28 NO YES YES YES
0000000000 YES YES NO NO
DIR 0000000100 MTIZ YES YES YES YES




SMF access information
R o ——

| SYIC | Summary MAIL ShowALL GoFirst Next Find addFind | EXEC Find
OON OOFF List View PDF DeleteALL GoLast Previous Quick Find delFing IMPORT

Table View

EVENT_TYPE
EVENT_QUAL
TIME_WRITTEN

RES_NAME | ovq) NDV.PRO2.LOADLIB

EVEN_TYPE/QUAL. | ACCESS | success |
DATE_TIME | 2013-0830 | 2121:00 | RES_NAME | SYSZ :
vioLaTion (No cLass | DATS ™ Load IRRADUOO to RA2FM in - Cac C=
USER_NDFND L4 NAME  SYS2ND\ case you have to perform |

USER_WARNING investigation about
SMF-D &l evrusero | |  USER_NAME accesses. Normally you

have per day >1 Mio

AUTH_NORMAL AUTH_SPECIAL AUTH_OPER | NO | records!
AuTH EXIT (N ] AUTHFALSFT [NO | auth Bvpass [No RA/7 is for the daily usage a
much better solution.

2013-06-30 21:21:.00

b (N0 N0 |[no |
l ACCESS SUCCESS READ UPDATE SYS2.NDV.PROZ.ILOADLIB DATASET 2013-06-30 21:21:00
SyiC PR SYS2.NDV.PRO2.* MSPO07 NO NO NO

| ACCESS SUCCESS READ UPDATE SYS2.NDV.PRO2.OLOADLIB DATASET 2013-06-30 21:21:.00



RA2FM_MAIN_V3R2M4 - 4

Scripts - pre-defined functions

Group profiles User profiles Dataset profiles General Resource profiles
Without connected users IBMUSER Warning mode only

With connected users Revoked Notify defined

Without sub-groups UACC not NONE
With sub-groups Password Empty access list
Validate owner-ID Validate owner-ID O NE-CLICK
Not in any access-list Not in any access-list to Obtain
Install.Data is empty Install.Data is empty :
Own which profiles? Not logged on >360 days Instant
Numeric profiles only More than 50 connects reSUItS
In any access list
Connects&GroupAuth
Owner NE default Group
Own which profiles?
ZFS/HFS profiles Numeric profiles only
Verify ID_NAMEs CLAUTH=USER N A S
AUTH=CONNECT
AUTH=JOIN
Group special
Explicit RRSF defined

75 = gp [ Browse



00O RA2FM_MAIN_V3R2M4 - 4

All dataset names
from e.g.
DCOLLECT etc. are
automatically
related to the
RACF profile
names. Hence
easy to view who
has access to
them.

Number of records present /
loaded

Special datasets incl. their
RACF profiles are shown.

All datasets have a linked/
related RACF profile name.
Browse RA2FM on the host obtains all
related RACF profiles!

75 =4 B8



M ore (Sa m p I ES) — DSNs are with RACF profile name!

RA2FM_MAIN_V3R2M4 - 3

R!ENO
e L -
= ErcIas encacoes

SYSTEM-DSNs wpel QD

Cor oar EDEEIEED EBEDCDES
«-» COEICDHCS =

->DATA 8YS1.VVDS.VOS39P8 SYS1." 5 ALS2 0S39P8

APFLIST SYS1.LINKLIB As2 [ ves |[ ALTer OS3REA
ALsz USERCAT.VOS39R8 402 B[ svsi SYs1 No |[ALs2 | YES.
= = = 5 [ s][unkus YES ALS2
CLUSTER SYS1.VVDS.VOS39R8 sYs1.** 5 ALS2
s SERGAT VOS30RS — APFLIST SYS1.5VCLIB ALs2 [YES | ALTER 0S39R8
— 2 B svsi- syst NO  ALS2 YES
Total NONVSAM: | 5733 | CLUSTER: | 288 | PAGESPACE: 5| PATH: 1] 6 s sveus =3 aLs2
AUAS: | 72 | eDG: | o7 |
00=% 5 srowse Total NOT_CATLOGED Total NOT_on
DCO ofrre a oe
Rec.No 1 =
Datase Grou Users Datasets General Res.
& ound [IETZ) = amo 0 ormation at yo
OON O OFF Space HLQ MAIL ShowALL GoFirst Next Find addFind EXEC Find SORT : c D
Space LLQ PDF DeleteALL Golast Previous Quick Find delFind ClearTAGs IMPORT O R A h 5 O ®
S S
SMs Sort by Sort by Sort by
sﬂ“ DSNAM DSORG DSSER . . 5l Py
S
ﬁ o RA DRO
a
SYS1.VVDS.VOS39R8 ALS2 || OS39R8 \& 1 0 4096 1 1 || 1999-10-15 || NO NO NO NO NO NO NO NO YES

no |[no  |[No
sysi. | s][svs [vo |[nvo |

'VOS39R8

SYS1.DDIR.D ALS2 0S39R8 Vs u 1 0 4096 2 2 2005-07-18 NO NO NO NO NO NO YES NO YES NO NO NO
sYs1* 5 Sysi 2013-08-12 NO NO NO NO NO NO NO YES YES NO NO
D 1999-12-31
000 RA2FM_MAIN_V3R2M4 - 6

RecNo .
General Res.
Volume o2 (D D G0 G
e

T O OO worna | oxcora | sonr
R

180000

180000

140000 140000

120000

100000

No. of tracks

053
(5
053
05308
0508
oK
0SB
05988
SP0L0
SPOLL

43‘095

100=¢ 5 Browse

Te22762

6240




Security data classification
N s.,cm-;?:éfimm po——— - | o ] oo J oo

coe T
IO o

RISK rules
RISK value 0 CLASS RISCVALU RISK Max RISK
vale AUTH_ID ACCESS PROGRAMMER ofuserdiD  SID
RISK name No RISC 0 || AAASM1 U /[ NONE * romoved * 220 | ALS? | A
0 || sys1 G || NONE ALS2

Related Catalog entries based on RISK value and AUTH_ID = HLQ

SYS1.WDS VOS3PaA SYS1.*
SYS1.VWDS.VOS3P8A SYS1.™
SYS1.WDS VOS35P8 SYs1 ALS2
SYS1.VVDS.VOS35P°8 SYS1.” ALS2
SYS1.WDS VALSOO SYs1 ALS2
SYS1.VWDS.VALSDO1 SYS1.” ALS2

SYS1.WDS VALSD02 SYS1*

A new way to identify
- groups/ user who pose the
a highest RISC!
No existing profiles must be
changed — that’s a real
achievement at practically

Related dstaset RACF profiles based on RISK value; AUTH_ID & ACCESS

no costs!

Related G.rasource RACE profies based on RISK value; AUTH_ID & ACCESS 2 Related G.resource RACF profiles based on RISK value; AUTH_ID & Cond. ACCESS

GO SYS1 G NONE A A
UNIXMAP ALS2

uo AAASMI U  NONE

UNIXMAP ALS2



Security data classification

The implementation of the S-D-C® has been accomplished as follows:

First you have to define a new RACF class e.g. RISCVALU allowing a resource name of 1-2 numerics. These numerics define the base RISK values,
which in turn will be used to calculate the protential RISK of a GROUP- and or USER-ID. It is recommended you only use a single digit 0-8 as this will be
in most cases sufficient.

1. Perform base RDEFINES to establish the RISK values e.g.

RISKVALU

RISKVALU

TA('NO RISK')
A('LOW RISK')

o

2 RISKVALU A('MOL RISK')
3 RISKVALU DATA ("MEDIUM RISK')

4 RISKVALU (122727 )

5 RISKVALU A('2227 RISK')

6 RISKVALU A('2227 RISK')

RISKVALU A('CRITICAL RISK')

8 RISKVALU DATA('?2227 RISK')
9 RISKVALU DATA('HIGH RISK')

2. Assign now each GROUP- or as well USER-IDs to above defined Resource name by using the PERMIT command. A PERMIT consists of an ID plus its
authority. Allowing RISK values/calucaltion to be made of small pieces or granules.

oo

w w

S-D-C calculates the RISK values based on matching ID and ACCESS of all access lists i.e. DATASETS and GENERAL RESOURCES.



O 0O RA2FM_MAIN_V3R2M4 - 5

S-D-C® rRec.No D
Socurty D sitication e (D EED D

SumLong Delete MAIL ShowALL GoFirst Next EXEC Find SORT
SumShort Duplicate PDF DeleteALL Golast Previous IMPORT

NAME= CLASS_  AUTH_ID Type PROGRAMMER ACCESS  SID DSN DSN  GenRes Gen.Res TOTAL
RISK Value NAME Cond. Cond. ACCESS
ACCESS ACCESS ACCESS ACCESS RECORDS
Note: the RISK calculation is based on matching PERMIT lists LVL
TOTAL LVL TOTAL LVL RISK * NAME
0 | RISCVALU || AAASM1 U | *removed * NONE ALS2 1 1
No RISC
1 RISCVALU  AAASM1 U *removed* READ ALS2
low Risk
2 RISCVALU  AAASM1 U *removed * UPDATE ALS2
moderate Risk
who poses the highest RISC
3 RISCVALU  AAASM1 U *removed* CONTROL ALS2
due to e.g. CONNECTS,
e access attributes etc.
3 RISCVALU  AAASM1 U *removed* EXECUTE ALS2
medium Risk
4 RISCVALU  AAASM1 U *removed* ALTER ALS2 2
Critical
Total Sum "RISK Value® 13
AAASM1 MAX. RISK Value based on ACCESS & LVL 220  with InDirect Max. RISK 220 0
1 RISCVALU  AAAXVY U *removed* READ ALS2 3 91 24 24
low Risk
4 RISCVALU  AAAXVY U *removed* ALTER ALS2 1 1 4
Critical
Total Sum "RISK Value® 5 95 08
AAAXVJ MAX. RISK Value based on ACCESS & LVL 98  with InDirect Max. RISK 98 0

RA2FM.RISCOS05.GRACC
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RA2FM_MAIN_V3R2M4 - 4

SECURITY TECHNICAL IMPLEMENTATION GUIDE
Managed Rules

Define your
groups Define your Define your

profiles ' profiles

Parmlib - IKJTSO..
Parmlib - SCHED/PPT

- ASIS provided by
Parmlib - IEFSSN.. STIG as

- recommendations
Parmlib - IEASVC..

256

National Checklist Program Repository

- ; ; ; The National Checklist Program {NCP), defined by the NIST SP 800-70 Rey, 2, is the U.S.
2/iweb.nvd.nist.goviview! tory/
e i B government repository of publicly available security checklists (or bend'umark;) that provide
detailed low level guidance on setting the security configuration of operating systems and
applications.
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STIG sample dataset rules

RA2FM_MAIN_V3R2M4 - 5

My Dataset access rules

addFind EXEC Find IMPORT
delFind Fallures EXPORT

Duplicate

Cycle-View

List-View

SSRALOIT “my dataset rules”

OON O OFF Current RULE STIG-D | ACP00010 . STGID Max Acosss Grom  FMTAG ©
ACPOCO10 PARNFRPT READ sys1 -
NAME SYS1.* v 7 HLQ SYS1 ACPO0010 PARNRPT READ SYS1
voL - AME: AUTH_ID, ACCESS and SID) ACPO00G0_ | NUCLRPT | ALTER (Y31
ACPOC080 PARNFRPT NONE sys1
AUTH_ID SYSt v o4
ACPOO30 ATMBES
SID ALS2 v o4 .
Define your RULE!
ATYPE G Catalog entries: 348 Creation date:
Modification date:
OON OoFF Current RACF PERMIT
NAME UAcC [READNIN OWNERID OWNS1002 | WARNING  NO
VoL
AUTHID {matching data retrieved from RA2FM Dataset menu. If all is empty, no related
¢ the STIG entry exists. The NAME and SID must match.)
access (D
sID
ATYPE - If a match it will show the
INSTALL DATA  * removed * IRRDBUOO entry!
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Summary

RA2FM is the most SOPHISTICATED ADD-ON and not a
replacement of some tools as it is a STAND-ALONE application for
PCs/tablets (Windows&Apple) to increase productivity. It gives
you the flexibility you cannot achieve on a mainframe!

A new approach to deal with RACF and associated data e.g. HSM, RMM, Catalogs,
STIG, Security data classification by using other technology

A tool that does not require any DB2, SQL, REXX, EXCEL, ACCESS etc. skills
Has lots of ready to use scripts

All RACF information on ONE single screen (all segments!)
Drill up and down; left and right functions

Multiple windows e.g. to compare side by side data

Works on PCs, tablets, iPhones (Windows, iOS, OSX, Servers)
EASY to use for EVERYBODY

Increase productivity — save labor intensive costs

More FUN than working with ISPF or paper reports . . .
For PC/MAC - a 21-29 inch (incl. ultra wide) monitor is highly recommended



This way
or
The Swiss way*

Questions?




Suggestions welcome

—— ]

WEBDESIGNER FANTASY
#12

T

"I LIKE YOUR DESIGN, BUT CAN YOU CHANGE THIS, THIS,

THIS, THIS AND THIS? ALSO, MOVE THIS OVER HERE,

THIS TO HERE AND REPLACE THIS HERE. THE COLORS
ARE ALL WRONG AS WELL..."

We are open to any suggestions. Since RA2FM is THE most advanced relational
database system covering RACF security, whereby all relevant fields are related to
each other, it is easy to create new layouts, reports and scripts to cover the ever
growing needs for almost every user. You won’t find anything like it!



